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Within the Core
High-speed fiber•	
One Gigabit and 10 Gigabit monitoring resources•	
Aggregation and load balancing•	

In the network core,  
high-speed 1 Gigabit  
and 10 Gigabit network  
links interconnect  
mission-critical server and 
storage grids to efficiently 
deliver the resources needed 
for business applications, 
network-based services,  
and video transfers.

The Net Optics family of 1 
and 10GigaBit Fiber Taps and 
Matrix Switches meet today’s 
access demands for line-rate 
data capture at high speeds, 
without degrading performance or losing traffic visibility. Connections for SC and LC interfaces provide 
support for today’s evolving media standards. As an added benefit, these fully optical Fiber Taps do not 
require power to operate, conserving outlets and lowering overall electricity consumption.

Link Aggregation is particularly useful in the network core when load balancers distribute requests 
to multiple servers. A Link Aggregation Tap can collect the traffic from as many as four links, so the 
monitoring tool sees all the requests regardless of which servers process them. In addition, asymmetrical 
traffic in meshed network environments can be captured and replayed for essential compliance and 
trouble-shooting requirements. 

Blade system technology presents a unique challenge for monitoring access. Current blade offerings 
make no provision for Tapping into the network links that run through blade system backplanes from 
network blades to individual server blades. Therefore, it is especially important to plan monitoring access 
at the external connections to blade switches, utilizing passive Copper or Fiber Taps. Depending on the 
anticipated utilization of the link bandwidth, it may be cost-effective to use a Link Aggregation Tap to send 
the traffic from multiple links to a single monitoring tool, or simultaneously to a set of different types of 
monitoring tools.

The ability to optimize monitoring tool resources is also important. In both the data center and the core, 
Link Aggregator Taps, Regeneration Taps, and Matrix Switches easily enable shared use of tools, and 
provide a way to manage expensive resources more efficiently.
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MAP Evolution
Higher port density•	
Increased flexibility•	
TapFlow™ filtering•	

The need for network monitoring will continue to grow as network services expand, security breaches 
become more costly, and governance rules and government regulations tighten. Monitoring access 
solutions will evolve as well. Taps will increase in speed and have more ports to accommodate  
ever-increasing numbers of links that must be monitored. Aggregation, regeneration, and matrix switching 

functionality will converge in access devices that provide more flexibility for applying a pool of monitoring 
tools across a collection of links. Moreover, access devices will take a more active role in the overall 
monitoring solution, using iAssist™ and TapFlow filtering technologies to shape the traffic so monitoring 
tools can operate more efficiently.

Some of these capabilities are already available today. For example, Net Optics currently offers a GigaBit 
Fiber Link Aggregator that copies traffic aggregated from four GigaBit Fiber links to four SFP monitor 
ports, essentially incorporating the regeneration function as well as aggregation. These trends will lead 
Net Optics to announce more intelligent and automated solutions in the upcoming months, providing 
exciting new opportunities for designing monitoring access across the entire network infrastructure.
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MAP Benefits
When new services or link failures impact network operation, issues must be debugged rapidly and 
resolved before resources begin deteriorating. This activity should require minimal disruption, and 
utilize available resources if possible. Permanent monitoring access points designed into the network 
architecture provide the flexibility to attach and remove needed monitoring tools at any time, without 
disrupting traffic or entailing major reconfiguration.

Deploying a monitoring access platform across the entire network infrastructure is cost effective because 
it brings the organization the following benefits:
 

Network uptime is improved and performance is increased because monitoring access is instant •	
and ubiquitous. As a result, customers as well as employees and partners enjoy a better user 
experience when accessing services over the network and Internet. 
Network administrators work more efficiently because they have all the information they need to •	
ensure network health, without waiting for maintenance windows or needing to get authorization 
to change the network configuration to install a Tap. 

Business risk is decreased because mission-critical business applications can be monitored •	
with 100 percent visibility, and because network access is available for security and compliance 
monitoring.
Return on investment is multiplied because expensive monitoring tools can be utilized more •	
efficiently and leveraged over many network links. 

For organizations that rely on their networks–and what organization today does not?–a Monitoring Access 
Platform is the key to optimal network performance, reliability, and security.

About Net Optics 
Net Optics is the leader in innovative passive in-line devices for network security, traffic analysis, and 
IT monitoring solutions. Our products are used to access and monitor networks by enterprises, service 
providers, and government organizations globally. Leading vendors of protocol analyzers, RMON probes, 
and IPS appliances have chosen Net Optics products to sit in the networks of their customers—from T1 to 
10 Gigabit links.

For further information on Tap technology:
http://www.netoptics.com/support/whitepapers
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